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FEATURES

Front Rear

ONOOR WM

©

Mode

Bridge
Interface 1
Interface 2

Hostname
Management IP
Default Gateway
DNS Server

Sniffa Manager IP
Syslog Server IP
Syslog Port

Admin User
Admin Password

Operating System

Added Software

Kensington lock.

USB 3.2 gen 2 Type-A.

USB 2.0 Type-A.

12 —24VDC rear jack.

2X HDMI 2.0a.

Intel® i219-LM 10/100/1000 Mbps RJ45 Ethernet (Outside Network).
2x USB 3.2 gen 2 Type-A.

2x USB 2.0 Type-A.

Intel® i211-AT 10/100/1000 Mbps RJ45 Ethernet (Inside Network).

DEFAULT SETTINGS

Inline bridge - passive monitoring between Ethernet ports 6 and 9.

Bro
Enp1so (port 9 - Inside Network)
Enp0s31f6 (port 6 - Outside Network)

sniffa-s2
192.168.1.140/24 on Bro
192.168.1.254

8.8.88

192.168.1.210
192.168.1.210
514

sniffaadmin

***************

Ubuntu Server — Version 24.04.2 LTS

Snort™, Suricata™, Zeek™, Wireshark™ and NeoRouter™
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INCLUDED ACCESSORIES

1 UK Power Supply.

2. 2 X Ethernet Cables.

3. VESA Mounting Plate.

4. Getting Started Guide.

Can also found online at: [This document]
www.sniffa.uk/downloads/SniffaSensor-S2-
GettingStartedGuide-WebVersion.pdf
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GETTING STARTED

1 Connect the UK Power Supply to the Open-Sensor
Power inlet.

2. Connect one Ethernet Cable to the OUTSIDE Interface
Socket of the Open-Sensor. o
Connect the other end of the cable to the Outside ey us =

Network Router or Switch Interface Socket.

3. Connect one Ethernet Cable to the INSIDE Interface
Socket of the Open-Sensor.
Connect the other end of the cable to the Inside
Network Router, Switch, Server or PC Interface Socket.

Note: This will be the device(s) or network you want to
protect.

4. Configure a Management PC that is physically
connected to the INSIDE network to be on the same
subnet as the Open-Sensor.

Go to IPv4 settings of the connected network interface
card to do this.

[z 8. 1 2]

[z5 255 .2 @

Default gateway: [z 8. 1 24

Note: Default Management PC IP address is set on the
sensor to be 192.168.1.210/24.

eri [192.168. 1 .25
Alternative DNS server: [e.8 .8 8]
[ validate settings upen exit e
Cancel
5. Connect to the Open-Sensor on SSH port 22,

(e.g. Using Putty).

Run commands as necessary (from next page a to f).

Note: Default Open-Sensor IP address is set to be

192.168.1.140/24.
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a. To View Running Software

To check if threat detection software is running and what versions, type the following commands at the
terminal command line:

sniffaadmin@sniffa-s2:-$sudo sniffatest

] SENSOR TEST SUMMARY INFORMATION |

HErEEEE _ i
s — T 1 Hinun
HErEEEE —_ N
e 2 - HiiEiEE
s A/ /| g L NS e
BEEEEREE O\ /11 LI I\ NN AN/ s
HErEEEE HiiEiEE
sEHEE COPYRIGHT 2022. ALL RIGHTS RESERVED. s

R

###t4444F Sno 1 S

$HEEEHEIE Sur is ata version 6.0.6 RELEASE

$HEEHHI Zee el

$HEEEEEE k) 3.4.7 (Git v3.4.7 packaged a3 3.4.7-1-cxpl)
R

R

B it

RN

Bt /snore!

B it .168.1. tmas! ERER 192.168.1.255"
R s0'

R

##H###H#H# Syslog I

@192.168.1.211:514"

Press 'Ok’ to save or 'Esc' to close dialogue.

b. To Update Configuration

To update the configuration at any time, type the following command from the terminal command line:

sniffaadmin@sniffa-s2:-$sudo sniffaconfig

Follow instructions to modify configuration settings as required.

SENSOR CONFIGURATION
What type of Sensor are you configuring?
Please Choose One.

1l PASS (Mirror/Span
2 BRIDGE (Inline)

<Cancel>
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Enter Required Parameters (Blanks Allowed)

xSENSOR HOSTNAME (string no spaces)
XSYSLOG Primary IP Address (n.n.n.n)
XSYSLOG Primary Bort Number (n)

XSYSLOG Secondary IP Address (n.n.n.n)
XSYSLOG Secondary Port Number (n)
XNEOROUTER Domain Name (string)
XNEOROUTER Username (string)

XNEOROUTER Password (string)

XINSIDE Interface Name (string)
XOUTSIDE Interface Name (string)
XMANAGEMENT IP Address (dhcp or n.n.n.n)
XMANAGEMENT Subnet Mask Bits CIDR (an)
XMANAGEMENT Gateway IP Address (n.n.n.n)
XMANAGEMENT DNS IP Address (n.n.n.n)

x

m

Will require a reboot for configuration settings to be made permanent (recommended).

c. Tosetthe Timezone to UTC

To see the current Timezone setting, type the following commands at the terminal command line:

sniffaadmin@sniffa-s2:-$sudo date

Set the Timezone to UTC type the following commands at the terminal command line:
sniffaadmin@sniffa-s2:-$sudo dpkg-reconfigure tzdata

Select ‘Etc’ as the Geographic Area.

P roct@sniffa-s2: ~ - O X B root@sniffa-s2: ~ - O X

Package configuration Package configuration

1 Configuring tzdata }| 1 Configuring tzdata |
Please select the geographic area in which you live. Subsequent Please select the city or region corresponding to your time zone.
configuration guestions will narrow this down by presenting a list of
cities, representing the time zones in which they are located. Time zone:

Geographic area:

hrctic
hsia
Atlantic
Europe
Indian
Pacific
us

Greenwich
ucT

= RLLC RLRRLLRTRRLIRRIRL] =

= O REERLERLIRIRRED -

<Cancel> <Cancel>

Select ‘UTC' as the Timezone.

Press 'Ok’ to save or ‘Cancel/Esc' to close dialogue without saving.
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d. To View Logging

To check if the sensor is logging correctly, type the following commands at the terminal command line:

sniffaadmin@sniffa-s2:-$tail -f /var/log/syslog grep ‘zeek-"

To stop the tail function, click Ctl+c

e. ToClear Logs

To clear the logs, type the following commands at the terminal command line:

sniffaadmin@sniffa-s2:-$sudo sniffaclearlogs

| SNIFFA CLEAR LOGS SCRIFT |

I _ I
I = | R
I = e
FEFEERae Ty z B R s . § #FREE82
i LN IS N A 1 R
T T O P N A A T 11
HEEEEEH HH
FEFEEEE44 COPYRIGHT 2022. ALL RIGHTS RESERVED. $EEEF4444

FHEREIH

######4#4## THIS SCRIPT WILL CLEAR YOUR LOGS AND STOP MONITORING SERVICES
R

44244444444 CLICK YES TO PROCEED.

Press 'Yes to clear logs or ‘No/Esc' to close dialogue without clearing any logs.
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f. To Reset to Default Settings

To reset the sensor to the default settings, type the following commands at the terminal command line:

sniffaadmin@sniffa-s2:-$sudo sniffareset

| SNIFFA RESET SCRIPT |

FHEFEERES _ HEEREREES
o $HEEEEEEE
$3EEEREEE L= e e
HEREEEEE -\ v St At sHEEEEES
e g /A $EEEEEEE
$EsEEES LR iy VANVANE 2
FHEEEEREE sHEHEEE
#i2isaass COPYRIGHT 2022. ALL RIGHTS RESERVED. R it

#3333s883

######444#F THIS SCRIPT WILL RESET THE SENSOR BACK TO SNIFFA DEFAULT SETTINGS
#EEiaaaaees

###4#544444 IS THAT WHAT YOU WANT TO DO?

FEEassaseas

#8#4#5444484 CLICK YES TO PROCEED.

Will require a reboot for configuration settings to be made permanent (recommended)
FINISH OFF

6. Buy and Install the Sniffa Sensor Manager Sales@sniffa.uk
Application onto the Management PC that is www.sniffa-nss.com/productsttshop
connected to the INSIDE network.

7. To finish off.
e Add an MS SQL Database as required. Note: Consult online runbook for
instructions.
e Add the Open-Sensor to the Sensor Manager ~ www.sniffa-nss.com/knowledge
Application.

e Add an lIS Server and configure the Web
Portal.

e Add Users to the Web Portal.
¢ Set Management PC Time zone to UTC.

e Start Syslog on the Management PC.
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