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Serial Instruction ‘%

Overview
The Sensor Manager Application and the Web Portal Application must be connected to a backend
database to operate correctly.

The backend database can be one of 3 types:

e Microsoft™ SQL Server.
e Microsoft™ SQL Server Express.
e  Microsoft™ SQL Server Express LocalDB (included with Sensor Manager Application).

The Sensor Manager Application and Web Portal Application can switch between several
databases, but can only connect to one database at any one time.

Multiple Sensor Manager Applications can connect to a backend database at the same time from
different Microsoft™ Windows host machines.

This runbook includes the tasks to be completed, to build a Sensor Manager Application backend
database onto a Microsoft™ SQL Server Database.

1_ Sta rt the Sensor Manager Appl'cation- Connected to: Microsoft SOL DB: localhost\SOLEXPRESS\sniffa, User Login: sniffaadmin.

Click on the Admin Panel. h ‘ ‘ ‘

Click the database icon at the top-right of
the menu bar.

2. Click on the button in the bottom left © Database Connection Datals (+1.02.004) ®
marked with ‘SQL Server’.

Database Type
| Microsoft SQL Database |

ServeriInstance

Database Name
|smffa ‘

Login Mame

|sﬂiffaadmin v‘

Password

o Test . Cancel oK)
Database Build Script

=
SQLserver
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3. Select all of the text. st Notead .
File Edit Format View Help
R o # oA
premmmsppgaay | 7 _ls #
. . JRER g\ #
Right click and copy all of the text. BN B R #
i AN I B O I I O A G | #
prewsggger N\ 0L DN #

Note: USE master;

G0
B Unde
. . CREATE DATABASE sniffa;
Alternatively click Ctl + A @ ’ o
USE sniffa;
> Co
followed by Ctl + C & v
Paste
CREATE TABLE DbVersion (DbVersion nvarchar(50)  Delete
G0
CREATE TABLE AppDetails (LicenceKey nvarchar(2 b cciectall
[} Right to left Reading order
CREATE TABLE Auditlog (TimeStamp datetime NULL Show Unicode control characters
G0
CREATE TABLE Rules (SignatureID numeric(18, @) InsertUnicode control character ’
GO Open IME
CREATE TABLE Syslog (alertld numeric(18, @) T0 .~ =
G0
FBEATE TABIE Tamnnefiamanetnn ST Sne TRENTTTV o p
<

Ln 15, Col 20 100%  Unix (LF) UTF-16 LE (

4. Open Microsoft™ SQL Server
Management Studio on the Windows™ e

host machine you wish to build the SQL ¥ et xR
App
data base OntO. Search the web Microsoft SQL Server Management Studio

App
£ Microsoft SQL Server Management
Studio 18 - See web resuits

£ microsoft sql server management S 5 open

studio 18.1 5 Run a5 administrator
Documents 1 Open file location
@ CIS_Microsoft_SQL Server 2016 Ben % Unpin from start

chmark_v1.0.0.pdf
Pin to taskbar

E i

Uninstall

2 Microsoft SQL Server Management Studio 18]

5. Click on the ‘New Query’ button. o= Mew Query

BEIrEe Ao s Enw.

6. Paste the text from the clipboard to the e e
‘New Query” window. :

USE master.
@

Note: R

w@
USE sniffa;
@

You can paste text using Ctl +V PR —

CREATE TABLE Appletails (Licencekey nvarchar (255 RuleId marchar (235
R LS AudiSiog (Fimeitam dateting VUL, UoerEvent marchar(oar) UL, Userlogin mearchr(aas)

CREATE TABLE Rules (SigatureTd nuperic(18, ©) NOT ULt Revisian nueeric(18, ©) NOT HULL, Classtype nvarchar(255, Prioriey
CREATE TABLE $yslop (alertld numeric(18, 8) IDENTITY(1,1) WL, Messogesent datetize NULL, Signatureld mvorchar(288) WL, e
CREATE TABLE IsporiQuaranting (ID nt IDENTITY(1,1) #OT WL, InportedRule mearchar (max) WiLL, EditedRule miarchar (max) WL, PRT
GREaT TLE SuleBsfacenses (1D dnt IOENTITVLLL) 161 L, Sigmareid nmeric(L8, 9) ML, Refarsnce war<har(353) L, PADAR
CREATE TABLE Tags (Tg_TD imt WOT WL ddentity(1,1), Tag mvarchar(255) PRINARY KEY (Tag_ID:

CAEATE TABLE RuleTogs (Tep_ID int WL, Signotureld numeric(18, o)

Gests TASLE Sansars (SemartD a8, §) TOBETITS 1) 17 L, Sensartae mvacchar 58] 6L Alias miarchar (388) L. 37
REATE AL Ssngsriags (D dnt TEIITYCL1) 17 WAL, SensoD) ramerc(18 ) L. Tog marchar (299 WL, FRIRY KEY (1
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7. Click on the ‘Execute’ button. | b Execute ©
Ensure to get‘no Errors recorded in the % -
‘Messages’ window. B Messages

i1 row affecced)

{1l row affected)

{1 row affected)

{1l row affected)

{1l row affected)

i1 row affecced)

{1l row affected)

{1 row affected)

{1 row affected)

{1l row affected)

8. Check that database appears in the = sniffa
instance tree. Tables
Views

External Resources
Synonyms
Programmability
Service Broker

EEEBEHEEHBEE

Storage
Security
H B Login Properties - sniffaadmi - u} %
9. Add New Login and ensure that the user o Popeties-enifadmin
P . ) b — T st ~ @ e
mapping is set to ‘db_owner’ for the % S il
— K User Mapping \Users mapped to this login:
H F Securables = abase jser fault Schema
database that has just been created. 5 s e[ v et 5
[0  model
O msb
itz | snifazdmin o -]
O tempds
Connection
5 Guest account enabled for: sniffa
locahost\ Database role membership or: snifa
SR e s secsnn
¥ View connection properies [] db_datareader
[[] db_datawriter
[] db_ddladmin
[ db_denydatareadsr
[ db_denydatawriter
Progress [ db_owner
Ready % ::j:cumadmm
Core
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10. Ensure that the database Server o “‘“““‘E"'“”‘““H - -0 -
) . . m;" Scipt ~ (@) Help
Authentication is set to ‘SQL Server and EPM
. . e sover
Windows Authentication’. ‘ léj:”';s O i st ode
: AZZ:CZ e @ 0L Server and Windows Authentication mode:
K Pemissions
Login audting
O Mone
@ Failed logins orly
O Successful logins only
O Both failed and succsssful logins
Server proxy account
c i [ Enable server proxy account
ot e =
T oeens
¥ View connection propetties [ Enable Common Citeria compliance
[ Enable C2 audt tracing
[ Cross database ownership chaining
Progress
Ready
Cncs
11. Connect to the database using the Sensor @ Datsbase Connection Detals (+1.02.004) *
Manager Application and valid Database R
Login credentials. Microsoft SOl Database ]
Serverinstance
~|
NOte: Database Name
For MS SQL Server use: i |
Localhost\ fentsaimi ]
Without the instance name. Bt
For MS SQL Server Express use something
similar to: =D Cemeel) D)
Localhost\SQLEXPRESS Database Buid St
-
For MS SQL Server Express LocalDB use: T sansr
LocalDB
From the drop down list.

12. Configurations for the Web Portal

Best match

Application. . .

Internet Information Services (IIS)
* Manager
App

Sta rt ”S from the WindoWSTM Sta rt Icon‘ P Internet Information Services (IIS) Manager

App

< Internet Explorer >

Settings
Open

& o

Internet Options
Run as administrator

WiFi settings
= 9 [ openfile location
Delete browsing history % Unpin from start

& Network status Pin to taskbar
& Check network status

& Show available networks

v v v v v v v
#

E View your network properties
Search the web

P internet - see web results >

0 intemet| Information Services (I1S) Manager

support@sniffa.uk
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13. | Select the Sniffa Web Site from the tree s 4D sniffa
on the left hand side.

8. Select ‘Connection Strings’ from the 7al:|
ASPNET menu |tem ICOI’]S Con;ection !

Strings

9. Add a Connection String that matches the environment.

Using a MS SQL Server:
Server=localhost\; Database=sniffa; User Id=sniffaadmin;
Password:**********;

Using a MS SQL Server Express:
Server=localhost\SQLEXPRESS; Database=sniffa; User Id=sniffaadmin;
Password:**********;

Using the MS SQL Server Express LocalDB:
Data Source=(localdb) \MSSQLLocalDB; AttachDbFileName=C:\Program Files
(x86)\SniffaServer\sniffa.mdf; Initial Catalog=sniffa;

Note: input correct password instead of *** ¥ *x &k xk¥

10. For Remote Connection (if required)
. X SQL Server 2019 Configuration
Open SQL Server Configuration Manager Manager ?
from the Windows Start Menu. App
11. Select Protocols for MSSQLSERVER. # 5 St s o (Coeeh | PrtocolNeme - staus

W Shared Memory Enabled
W MNamed Pipes Disabled
FETCR/P Enabled

8 50L Server Network Configuration (32bit|
> @ SOL Native Client 11.0 Configuration (321
Select TCP/'P v E SOL Server Metwork Configuration
3 Protocols for MSSOLSERVER
> % SOL Mative Client 11.0 Configuration

support@sniffa.uk
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12. Select the tab marked ‘Protocol’. TCP/IP Properties 70X
Protocol [P Addresses
Select ‘Yes’ from the list alongside the Field B General
Yes -
marked ‘Enabled’. Keep Alive s ]
Listen All Mo
Click on the button marked ‘OK’ to save.
Enabled
Enable or disable TCP/IP protocol for this server instance
o 1] Apoly
13. Open Windows Defender Firewall from the
Windows Start Menu.
Click on the Menu Item marked ‘Advance
settings’ from the left hand menu.
Q Advanced settings
14. Select ‘Inbound Rules’ from the left hand @ Windows Defender Firewall witl
menu. £ Inbound Rules
% Outbound Rules
Select ‘New Rule...” from the right hand
menu. | Actions
15. Add a new rule to allow port TCP 1433. Protacol and Parts
Specify the protocols and ports to which this rule applies.
Give the rule a unique name and click the leT,,p Does this e apply to TCP or UDP?
button marked ‘Finish’ to save and enable # Protocol and Ports @ TP
the rule. @ Action ) upbp
@ Profile
@ Name Does this nule apply to all local ports or specific local ports?
() All local ports
® Specific local ports:  [1233
Example: 80, 443, 5000-5010
16. End of Runbook.
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