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Serial Instruction   

  
Overview. 
Sensors are the remote elements of the Sniffa monitoring solution that record the network traffic 
and send Syslog alerts + traffic metadata, back to the centralised Sensor Manager Application. 
 
Before the Sensor Manager Application can receive Syslog Alerts from a Sensor, a unique hostname 
and IP Address must be added to the Sensor Management Panel. 
 
Note: 
The Sensor Manager Application is licenced per Server and limited to the amount of Sensors it can be 
configured to manage. 
 
This runbook includes the tasks to be completed to manually add a remote Sensor to the Sensor 
Manager Application. 
 

 
1. 

 
Select the Admin Panel. 
Select the ‘Configure’ menu item. 
Select the ‘Sensors’ menu item. 

  

 
 

 
2. 

 
From the Sensors Panel. 
Select ‘Options’ menu item. 
Select ‘Add New Sensor’ menu item. 

  

 
 

 
3. 

 
Add Unique Sensor Hostname. 
Add Email Address (optional). 
Add Notes (optional). 
Add Unique IP Address. 
Add SSH port number. 
Add Username. 
Add or Fetch Fingerprint. 
 
Using Password 
Uncheck ‘Key’ checkbox. 
Add Password. 
 

  

 
 



 
 

Sniffa Runbook 
Adding a New Sensor to the Sensor Manager Application 

2 

 
4. 
 

 
Using Key 
Check ‘Key’ checkbox. 
Add path to private key file (file.ppk). 
Add path to OpenSSH key file (file.key). 
Add Passphrase (optional). 
 
Note: 
Use ‘KeyGen’ button to Generate a new 
key pair, if needed. 

  

 
 

 
5. 
 

 
.ppk File Format 
Created using Key Generator option: 
‘Save private key’. 

  

 
 

  
.key File Format 
Created using Key Generator option: 
‘Export openSSH key’. 

  

 
 

  
Fingerprint String Format 
 

  
ssh-rsa 3a:bb:de:f0:8c:f8:07:a7:fb:cc:4c:b0:f1:c4:52:cc 
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4. 

 
Ensure User and authentication details are created on remote Sensor. 
 
Using Password 
Set correct password on remote sensor. 
 
Using Key 
Copy Public Key text to sensor file named: 
/home/[username]/.ssh/authorized_keys 
 
Run commands: 
chmod -R 700 /home/[username]/.ssh 

chmod 600 /home/[username]/.ssh/authorized_keys 

 
Note: [username] should be replaced with the correct username 
 
 
 

 
5. 

 
Use the ‘Save’ button to save the New 
Sensor. 
 

  

 

 
6. 

 
Test connection settings by right clicking 
on the New Sensor and selecting ‘SSH to 
Sensor’ menu item. 

  

 
 

 
7. 

 
Check the terminal window for successful 
log in. 

  

 
 
 

 
8. 

 
End of Runbook. 

  

 


