Sniffa Runbook
Adding a New Sensor to the Sensor Manager Application
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Serial Instruction \ \
Overview.
Sensors are the remote elements of the Sniffa monitoring solution that record the network traffic
and send Syslog alerts + traffic metadata, back to the centralised Sensor Manager Application.
Before the Sensor Manager Application can receive Syslog Alerts from a Sensor, a unique hostname
and IP Address must be added to the Sensor Management Panel.
Note:
The Sensor Manager Application is licenced per Server and limited to the amount of Sensors it can be
configured to manage.
This runbook includes the tasks to be completed to manually add a remote Sensor to the Sensor
Manager Application.
1. Select the Admin Panel. © Sniffa Sensor Manager (v1.02001)
Select the ‘Configure” menu item. Configuee | Heln
Select the ‘Sensors’ menu item. @ sensos
(# Snort™ Rules
S5 Metwork Assets
@ webPortal »
4| Email Alert Messages
) Database Purge »
& Syslog Collector » Syslog Server
2. From the Sensors Panel. @ Sniffa Sensor Manager (v:.02.001)
Select ‘Options’ menu item. Beck | Options |
‘ 4 H Add New Sensor
Select ‘Add New Sensor’ menu item. IES e
- i Example Import Template {.csv)
- fi Thaffic Statistics
- @ Key Generator
- (4 Add aNew Site
3. Add Unique Sensor Hostname. “’s::"’:m —
Add Email Address (optional). : T |
Add Notes (optional). E— ]
Add Unique IP Address. |
Add SSH port number. e —
[s435 (2 |[mitantmin | —
Add Username. e e
Add or Fetch Fingerprint. E— -
Using Password
Uncheck ‘Key’ checkbox. - - —
Add Password.
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Using Key

Check ‘Key’ checkbox.

Add path to private key file (file.ppk).
Add path to OpenSSH key file (file.key).
Add Passphrase (optional).

Note:
Use ‘KeyGen’ button to Generate a new
key pair, if needed.

@ Add Sensor - X

Sensor Details

Sensor Hostname. Alias

[unique sensor Name | [uniaue sensor Name |

Samin v Adere ] (o seperse mutpie) samin Teephone
[somebscy ensizcares com J[r2sss ]

Notes

‘ Add some optional Notes ‘

Connection Details (SSH)
1P Address port User Name Password
[ass |

sniffaadmin

Path to Putty KeyFile (fle.ppkl
[cvprogram Files pxes\sitfasenerikeys\sensort.ppk | [Ex] ke

Path to OpenssH KeyFile (ile.key)

[cProgram Fles paspsniftasenerkeys sensort key [z

ke

Sensor Fingerprint
ssh-rsa Jaibb:ded0:3cf:07:a i biccdabli e 5 2icc o Fewh )

_ KeyGen ) | Cancel ) | sae )

.ppk File Format
Created using Key Generator option:
‘Save private key’.

.key File Format
Created using Key Generator option:
‘Export openSSH key’.

Fingerprint String Format

[PurTy-User-Rey-File-2: ssh-rsa

Encryption: aes256-cbc

Comment: rsa-key-20210410

Public-Lines: €

ARARR3NzaClyc2EARAARJOARACEAKhPRI/ €PezupOMOWOEE4ITxZh8 15/ VeRwVSK
E45N6CcyQgFOVEHRCVmS xmMYWm/ ONVrbr j 680PulZBWI] ZgUCFEmpgET1 4TMgkEL/
D4asu/Jptbaczugk+l7ikHlyppsGhEwSB6tTCtPI4£rohVA/ MARGMLS Sxg i UL++b
7M3cOWwSRDYS8pl8kS¥Lg4SkEX+VNH5487FgupEkR1h7 4ohVi4yKVZEZHAS sbGueh
210087 ch9qdxSFBmTe/XQo8dFt 4TAXVYdN2DEy s 2yS1GYwhb9Pk4a9Ccpygnh3x
NL+iYuRaEM4yjIJox7nTpcackvN+caNerullyoz6y/ SUbESC==
Private-Lines: 14

UeVK2UHChkEt 3rN8BX555h fUsPPg ENIgMcgI0dhI5dxHxvM3 THa4m3xJ1i¥nHSUTw
PHiRgI5EN3i0TkwEWkIdgltgCRtOmxYoYhIvi2UECYV9/ ipdnX/BE8FUNPPELULT
ZR2bp4 SKPTDGXNBLAVs Evuwd +vxH+TEXQ3XAGIXU2TvASTejdRCO+Tg3M31aBzta
zd8axbIunU8 9AFOHOkB0QTXRIGMImhhhXwy320yRg16¥nl vLILOUE TN3IInb3GZE
4hBFZH1gRAEp0cYnzTHFOLgSxpNmE 9/ £vsBbTGM2ggCriul sux+ux2enLszyMIC
bNx310jp£TKEq2LGE/ 1C0gTiya¥P+ItSRokCAkoxemT ZaaFcpEDOx1d/ Qe 3Nb0Ok
IYzXY1W3£yOjckQenT4/BECk1HEOT22FluBhlkxCimbNZp83iD8RTBL4DOL/ /pFlv
3b81i18TISYhedDERYZodEHpPsdwlHOpqu22 40y Fp2 1M7 3K 10BUGe ZeEL/ xYLATL
tw]6XazJzUHLznIwpyEu400i 2xTeGS/ VGACVNhgvUT £sFbUVqpvBONKGMINK 4202
DDsRweqgMjEsSaRILDspsTRX0£GIS1yEr tFFwYgWijl1F6CzsdInTG14tGLRCupS
Ny+mhABNLOMI€x7x1af1ikJR4irhoedRrdapzlpg+fhocnbPzTFma/ CxGk3yEvaUN
IRQINUt£ZxNaRonhYP298YLintnwlhbExa0TF0+TqEg] T]de7850IN2gx31goLsT
WcCfEi4afDRFT2041d8n0vGeRD3tZbuN ] 80£5CF1202£4TG/Ldl/ sWCgt1F5sba
imjmuP0£B4 EMVmomxEcszRxzhGrnthMIzRTbI] DREFyCYYhbzm/ +cv]gKU/bRIER
Private-MAC: 18a4536cf4baf2968d14dc00c0dlTEE£0bEd44055

—BEGIN RSA PRIVATE KEY-
Proc—Typs: 4, ENCRYPTED
DER-Info: DES-EDE3-CBC,599EGA9799ABE1FE

NAPVoDTbRZ2SzWRk9dDEBVOBEGEIhS0x3PgYXi4WTiRXSzELr WTEYywpNFGh6ans
UEHgb7E/Cho98xRFgfa72bIIFrBLwfQOWumzZRsDELTbn 9% SwoYo+wINU/ QmNlma 7
KIAf12nZCThIC2JYTrESuBxM6ES/ gHOCIWTQF] 0509z 9iVIu2HobScu4FSk4 9NEDS
Yvb2EyxdmZi7SyMxTyrTFzW] 8BPAL/ rymCzdSIAM4 T+ fmV7XQteHy fXiHFa3MBTh
olgrJzs]I¥mg¥739zuCdaNEFrREX7ir/LEtAN/mPmEblh+v0JCB1QQTTU4IOT9Xd
egLFS9YTzylsUUSCIsnhJj0sz/ THziYCWQWya TNrdo281 FEDgVgLExGEW31f6R=1i
vhzlnTkolJkWopnD/wRi931iDi3dz2Pc9d9V5FIt0iRxHO1EdLATVTcYsReoomL T g
NwCpsFUB2ZWD3FPpZ£TIilfMb+zLhDMiMdbml FX4FBA5d1W] xBaR+853XKUalCcJoah
vGsHvoHcvShsERBMWEXABGXIHUKRDN3 95 9g5nFe 4 swtHEGIpSyBFHGDRA/ 1 Tn7Hg
=78x09WEYrBPSqayXE9vWsZYcq] Jd2xB2glhLYTASL3LDEYMx4130pE/UEXSwOVI
6yF9fHhE 9eAXXNCQYs1ibXCruL2DmxX1uicBT] ThzMgT] GSLXuv52s4TLhod/ FREtn
ulgpé4frgcs/OyzBQdm3wiwwlTcPC02T03q1zQFypXXmt4yg/aW/qnskThHPIUzTu
X9QueUndlzzlB0PEE6Xhnz36aJ7I31904Mn5 1wRIBY cxTFkSEhdNTVGTtkyNMAQUT
1st7Ft+tTxNT2LzBW+B57 4m3Lac3dwi/zCVIDOEEIVYMy £2G336UknfD+tESBRTA
tMMd1 fRzrgQlaFQAdS0my 7 zcULGx 607 PNr A3 7v5fufcID3TpDI jUPYCFIDWLUV £
w07 9rVNglnsuV] SQ4 YWdxDDBRGUBSETSmsulml Cka 6BmovQVDA0AFN2 i Dr 3LOEYV
NYFVn4Q/z1DGFxWZMQowKBOtgLTgekuSNvDoxsbmQ9oRLz7240H+X0hDE] TygPmd
1P/QXNBFBySW1QMTHhwp4Xtf5213fgWcBbPE/dgfeikED71dPYasia9vES+AWHDT
AJNLNRX£QGnb4Rv85ci4UTIASI VBgRup73VL1Z922U%+vP02D60/nB1BzbfzusQo
TkzOJBc6Fs104iFOGSgg0zBzg] SLPLSNLQRbFATBVSQIRCCACSDEOSGIxINIWSY
BLe0GDEBTZ9GfcoSdxa+wDEBX0gLOXVHEbzthgkvESES+XYg2Wk I TXC] yBreTkv4
ttUlCJZuhAThtoeYRLgizlaglasPgyIUcbuz6BO1 w0/ akPWipnkAS10E] SpdVed
5XaBtFMiaHagln5y00hjORinDHREEN1PIWIQgs3WtImBullUkvhgThgREb30ibiM
2JNRoktVxDQANESa831fmC85heM2veDpGor fMvi YUIOnbuZxyG3XxzWiYzaidIle
chF20dElus1tiAmQoIQ0+W4DLrCtPtqCIllw24rWz2Pembad] xvwgw==

77777 END RSA PRIVATE KEY—————

ssh-rsa 3a:bb:de:f0:8c:f8:07:a7:fb:cc:4c:b0:f1:c4:52:cc
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4, Ensure User and authentication details are created on remote Sensor.

Using Password
Set correct password on remote sensor.

Using Key
Copy Public Key text to sensor file named:
/home/[username]/.ssh/authorized_keys

Run commands:
chmod -R 700 /home/[username]/.ssh
chmod 600 /home/[username]/.ssh/authorized keys

Note: [username] should be replaced with the correct username

5. Use the ‘Save’ button to save the New
Save
Sensor.
6. Test connection settings by right clicking

on the New Sensor and selecting ‘SSH to Hostname Alias
Sensor’ menu item. ni

Sniffa-Sens| Ml SSHto Sensor

Transfer Files to/from Sensor

@ Restart Sensor (shutdown and restart)

. Edit Sensor Settings
g Clone Sensor Settings

|:i Snort™ 3

@ Zeek™ 3

sniffaadmin@sniffa-sensor-

7. Check the terminal window for successful
log in.

8. End of Runbook.




