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Overview.
Rules Policies consist of 1 or more Snort™ rules that are grouped together based upon a common
attribute, e.g. Application, Protocol, Attack Type, etc.

1 or more Snort™ rules policies can be added to a Sensor’s configuration file and stored in the
Sensor Manager Application database.

All of the Snort™ rules that are included in a Sensor’s configuration file, will be deployed out to the
network Sensor at deployment time.

Snort™ rules policies can be added to Sensors in 2 ways:

e Viathe Rules Management Panel (serial 1 onwards).
e Via the Sensor Management Panel (serial 10 onwards).

This runbook includes the tasks to be completed, to add Snort™ rules policies to a Sensor in the
Sensor Manager Application.

1. Adding policies via the Rules Management Panel. © Sniffa Sensor Manager (v.1.02.004)

Go to the Admin panel. M

Select the ‘Configure’ menu item. Adrnin Sensors
Select the ‘Snort™ Rules’ menu item.
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2. Select the ‘Options’ menu item. @ Sniffa Sensor Manager (v1.02007)
Select the ‘Rule Policies” menu item. Back | Options | View
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@ sniffa Sensor Manager (v.1.02.007}

3. Adding multiple polices to a single Sensor.

i Back  Options

A

Select a Sensor Palicyls) on Selected Sensor

Highlight one Sensor from the list in the left-hand
table, using the left mouse button.

4. Highlight 1 or more of the Rule Policies from the
right-hand table, using the left mouse button. P .

Note:
Use the ‘Shift’ or ‘Ctrl’ button in conjunction with the

left mouse button to select multiple polices.

5. Click on the button marked with the left arrow, to
add the selected polices to the selected Sensor.
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6. Adding a single policy to multiple Sensors. @ Sniffa Sensor Manager (v.1.02.007)

: Back | Options

Select the ‘Options’ menu item.
_& Add a New Policy

Select the ‘Switch View’ menu item. Admin

Add Poli| 2 Switch View |
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7. Highlight one Policy from the list in the left-hand it g (18400
table, using the left mouse button. il
Add Sensor to Policy
- |
|2 Activeagent
-
- E Adabe_Coldfusion
8. Highlight 1 or more of the Sensor from the right- -
hand table, using the left mouse button.
Add a Sensor from list
Note: (D sniffa-Sensor-U
Use the ‘Shift’ or ‘Ctrl’ button in conjunction with the P
left mouse button to select multiple Sensors. pr—
9. Click on the button marked with the left arrow, to
add the selected Sensors to the selected Policy.

Selected Sensors should appear in the middle table.

10. Adding policies via the Sensor Management Panel. @ Sniffa Sensor Manager (v.1.02.007)

Go to the Admin panel. || Configure | Help
Select the ‘Configure’ menu item.
Select the ‘Sensors’ menu item.
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11. Right click on a Sensor and select ‘Snort™’ and then Hostname Hias 1P Aqaress status
select the ‘Policies’ menu item. ]

Sniffa-SensarLl

Snifte-Ser| MMl SSH to Sensor 192.168.1.8 ONLIN
g Transfer Files to/from Sensor
e Restart Sensor (shutdown and restart)
% Edit Sensor Settings
§  Clone Sensor Settings
(F Snort™ » [ policies
@ Zeek » ([ whiist
o Faslog™ ' |4 Get Configuration File
@ oumpeap™ Y | | GetRulesFile
g Packet Capture Probe Appliance > E Get IP Blacklist
0 Put Senser Online B GetlP Whitelist
12. Highlight 1 or more policies from the left-hand table, | oo ooy - -
USIng the Ieft mouse button Al Policies A Policies on Sensor
Txxbot
SCDR;Se(
Note: -
Use the ‘Shift’ or ‘Ctrl” button in conjunction with the | reee &=
left mouse button to select multiple Sensors. I ——
AdnhEREadEr
Adpeshel
Adware
ADWARE_PUP ©
13. Click on the button marked with the right arrow, to [y Sensor olice st for St Sencor U - x
add the selected policies to the Sensor. C—— E——
Txxbot ActiveX
3CORESec ACBackdoor
Selected policies should appear in the right-hand ASackdoo G o
fegen (=)
table. Achvogen
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Adpeshel
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14. Click on the cross at the top right-hand corner to - x

close the policies window.
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15. End of Runbook.
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