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Serial Instruction

Overview.

The Sensor Manager Application will receive log and alert messages from the remote Sensors using
the Syslog Protocol. The messages are collected by the Sensor Manager Application and fed into the
database to form an ordered and structured dataset.

The Syslog Collector operation can be run directly from the Sensor Manger Application or it can be
installed and run as a Microsoft™ Windows Service. The advantage of having the Syslog Collector
running as a Microsoft™ Windows Service, is that it can operate in the background and be
configured to re-start automatically at the same time as the local host machine. This might be
referred to as running in ‘Headless’ mode.

Note:
Only a single instance of the Syslog Collector can be running on a host computer at any one time and
the Syslog Collector Service will only feed a single database at any one time.

However, you can have several Syslog Collectors feeding a single database, or you can run several
Syslog Collectors that will feed multiple databases at the same time. The deployment architecture
can be flexible to fit your environment.

@ Sniffa Sensor Manages {v.1.03.035)

1. Syslog Settings.
-»
Go to the Admin panel. D | = oo
, . ) . - @ wesbormal v
Select the ‘Configure’ menu item. p— LA
‘ ’ . L&fb st
Select the ‘Syslog Collector’ menu item. )
Select the ‘Settings’ menu item. — - e
L em
2. Set the UDP Listening Port Number to the required {4 Syslog Collector Settings e

value between 0 and 65353.
Paort Mumber (UDF)

Check or un-check the box marked ‘Send Alert Eid |
Emails’, depending on your requirement and set the WWait Time milliseconds)
required email interval (in minutes). 50 v|
. . Process Time Threshold [milliseconds)
Note: It is recommended to leave the other settings 10000 v]
at the default value.
Threshold hit count before Emergency Restart
Only change those settings with the guidance of the [0 vl
Sniffa Support Team. Email Interval (minutes) Send Alert Emails
16 ~
To reset back to the default values, click on the
button marked ‘Default’.
.\_ Default _) . Cancel _) . Set _)

To save settings, click on the button marked ‘Set’.
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Starting the Syslog Collector from the Application.

@ Sniffa Sensor Manager (v.1.03.036)

You will not be able to search the protocol tables or
configure the IDS rules policies whilst the Syslog
Collector is running.

Syslog Collector

Configure | Help
. @ sensors
Go to the Admin panel. - i;
. . Web Portal »
Select the ‘Configure’ menu item. i
-l =
Select the ‘Syslog Collector’ menu item. _Commeatons ) B sriogColec_» |[) -
Select the ‘Start’ menu item. o) & e
- 3 Run Collector at Startup
. Install Syslog Collector as a Windows Service
- |4 Email Configuration
Whilst the Syslog Collector is running, you will notice @ st 100
that some of the menu items will be disabled and oo [
the protocol buttons on the left-hand side will be G Soor Rl
removed. B owmeroe
8 Syslog Collector & |+ stare
- . . Q sor
The traffic light image marked ‘Syslog Collector” will - d
show green. S Run Collector at Startup
Install Syslog Collector as a Windows Service
| Email Configuration
Note:

The Syslog Collector can be configured to run

Go to the Admin panel.

Select the ‘Configure’ menu item.

Select the ‘Syslog Collector’ menu item.

Select the ‘Run Collector at Startup’ menu item.

@ sniffa Sensor Manager (v.1.03.036)

immediately as the Sensor Manager Application < el
. . . Listening
opens. This is useful when an unexpected crash is S s v
@ WebPortal »
encountered and the Sensor Manager Watchdog B ombweruge »
. . B SyslogCollector b | 1 s
restarts the application. -

Settings

‘ < Run Collector at Startup

| Email Configuration

Install Syslog Collector as a Windows Service

You can configured the Syslog Collector to purge

and deleted manually from the Alerts Panel.

Go to the Admin panel.
Select the ‘Configure’ menu item.
Select the ‘Database Purge’ menu item.

@ Sniffa Sensor Manager (v.1.03.037)

logs from the database, prior to a set point in time. ;""i::]f“’—
— (o#  Snort™ Rules
@ WebPortal »
Note: [ DatabssePurge  » Never
This will not include Alert logs, which can be archived = kil Divabvsiitionl

Older than 5 Days

Older than 6 Hours
Older than 12 Hours
Older than 24 Hours
Older than 48 Hours
Older than 3 Days

Older than 1 Week
Older than 2 Weeks
Older than 1 Manth
Older than 6 Menths
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7. Stopping the Syslog Collector from the Application. ~ ® swotsatioom
Configure
. ! Listenin Sensors
Go to the Admin panel. S Rules
Select the ‘Configure’ menu item. -
Select the ‘Syslog Collector’ menu item. C] pbiss b ‘ st
. o s
Select the ‘Stop’ menu item. — 3
Run Callector at Startup
Install Syslog Callector as a Windaws Service
Email Configuration

@ Sniffa Sensor Manager (v.1.03.037)

Run Collector at Startup

Service’ menu item.

. Install Syslog Collector as a Windows Service

| Email Configuration

8. Installing the Syslog Collector as a Service.
Contgue | bl
Go to the Admin panel. s Snort™ Rules
Select the ‘Configure’ menu item. G g :b:;g :
Select the ‘Syslog Collector’ menu item. _Comnectons ) 8 Srooee 110 -
Select the ‘Install Syslog Collector as a Windows o ) Setings N
s )
N
EED

You should see a command window pop-up briefly
as the Windows Service is being installed onto the
computer.

Note:

The Sensor Manager Application must be run with
Administrator privileges for the Windows Service to
be installed correctly.

9. After the Syslog Collector Service has been installed, [ == . T
you should see the ‘Services’ window appear on s s ) T

rer Agent [SQLEXPRESS) Disabled

your screen. 'Li;"ﬂcgiwﬁcﬂxfﬂﬂs5"ﬂ2 :E:rELI-l::u(ﬂMSSQSER\'EE ce_ Running EE:::M

Syslog messages Automatic

Automatic

e CEIP service (SOLEKPRESS)

Maruzl

~ Funring  Menual

Scroll down the page and ensure that you can see
the ‘SyslogCollectorService’ in the list.

Marual
Runring  Automatic (D..
Manual

< Runring _Autornatic D..

Meintainsa.. Running  Automatic

) System Event Netification Senvice Monitors sy... Runming  Automatic

Right click on the ‘SyslogCollectorService’ and select
the properties menu item.

G Sync Host_509a3d6

e+ 15y slogCollegiorceri
ik SysMain Start
Q; System Ev Stop
Ly System Bv Pause

) System GU

‘ Resume
G Task Sch
\"2' ask achey Restart
ERTCRAP Ne
ChTelephony All Tasks. >
& Themes
Refresh

Properties

Help
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10. Go to the ‘General’ tab.

Select the ‘Startup type’ setting from the drop down
menu, depending on your requirements.

SyslegCollectorService Properties (Local Computer) x
General LogOn Recovery Dependencies

Service name:  SyslogCollectorService

Display name: SyslogCollectorService

Description indows Service for receiving Sniffa Syslog
essages

Path to executable:
"C:\Program Files («86)\SniffaServer\SyslogCollectorService exe™

Startup type [Manual v
Automatic (Dels Start]

Manual
Disabled

Service status:

S Faume Femme

You can specify the start parameters that apply when you start the service
from here

Start parameters | |

[ok ] coxcel [[ mow |

11. Go to the ‘Recovery’ tab.

your requirements.

settings.

Select the First, Second and Subsequent failure
settings from the drop down menus, depending on

Click on the button marked ‘OK’ to save your

SyslogCellectorService Properties (Local Computer) X

General LogOn Recovery Dependencies

Select the computer’s response i this service fails. Help me set up recovery

actions.
Firt failure | Restattthe Service v
Second failre | Restart the Service |

Subsequent failres: [Restart the Service v]

Reset fal court after: Rot

Run al
Restart the Computer

] Enable actions for stops with emors. Restart Computer Options...

Restart service after:

Run program
Program;

Browse. ..
Command line parameters;

Append fail count to end of command line (fail=%1%)

T

12. Starting the Syslog Collector Service

seconds to start.

Click on the button marked ‘Start’.

Select the ‘SyslogCollectorService’ from the list.

%4 senvices
File Action View Help

e FHEcR HE »onre

SyslogCollectorService Name
£,50L Server
£,50L Server 4
Description: GhSOL Server £

The service should take approximately 5 to 10

Windows Service for receiving Sniffa 16, 5O Server ¢
Syslog messages @SQL Server
£50L Server\
G}, SSDP Discon
£, State Reposi
G still Image £
£ Storage Sen

Service Control

Windows is attempting to start the following service on Local Computer. ..

SyslogCollectorService

Close
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13. Whilst the Syslog Collector is running as a Windows @ st Senor g (133630
Service, you will not be able to change any of the counsr: [N
- @ Sensors
Admin
Syslog Collector settings from the Sensor Manager —4 ff; o Ruls
‘Web Portal »
Application. B Orsberuge >
= [ SyslogCollector b | (1 sent
O stop
If you want to change any of the Syslog Collector owe ) } setins et
settings, you will need to stop the Syslog Collector ~ CHEEND e
Windows Service first. = 1 Emall Confsuaton
Note:
You will see an Amber Lamp showing on the traffic
light whilst the Syslog Collector is running as a
Windows Service.
14. Stopping the Syslog Collector Service : “;d _—
I Acion View Hep
| T Ed= BHE v oo
Select the ‘SyslogCollectorService’ from the list. % sedss Loc [T Senieestmca |
SyslogCollectorService Name
. £),50L Server (5QI
. . , Stop the service ,50L Server Age
Click on the button marked ‘Stop’. Rastat the semice #5501 Server Age
1£},50L Server Brov
Description: %QQL Server CEIF
. . indows Service for receiving Sniffs 1 S Server CEF
The service should take approximately 5 to 10 Sty mesmage g sz
61 SSDP Discovel
seconds to stop. @ ste Reposton
& 5till Image Acg)
16, Storage Service
&, Storage Tiers M
& Sync Host 5093
Service Control x
Windows is attempting to stop the following service on Local Computer...
SyslogCollectorService
|
Close
15 Email Settings- @ Sniffa Sensor Manager (v.1.03.037)
Configure | Help
. . e @ sensors
If you want to have Alerts sent by email whilst the = [
Syslog Collector is running, you will need to D 6 o
. . i - El DatebescPurge  »
configure an Email Server to send the messages first. T
slog Col
Go to the Admin panel' - < Run Collector at Startup
Select the ‘Configure’ menu item. ¢ .. Uninsal Sysiog Colector Serice
S I ‘ g i | Email Configuration
elect the ‘Syslog Collector’ menu item. s )
Select the ‘Email Configuration” menu item. .
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16. Enter the details for your Email Server.

Email Alert Settings

SMTP Server Subject

‘smtp.cum | Sniffa Alert

Username Message Start Text
‘messages@smffa‘uk | One of your Sniffa Sensors has just detected something.

Passwaord

Port Mumber

st B
From Address

‘messages@snﬁa‘uk | *** Alert Messages will go here ==
Header Logo URL (http! 14 png) Message End Text

| ttps//sniffa.ui/EmailkieaderLoge.pg |

The following alerts were received,

You may need to take action

[ Test ) & Save
17. To test your settings, click on the button
arked Test. —— R
Enter a valid email address and click on the button
marked ,Send, ﬁ Test Email Alert Message >
You should see a message to say the Test Message ﬁ""“““‘“““ Emall Adaress |
has been send correctly.
. Send )
X
SMTP Settings Tested OK - Message Sent to sales@sniffa.uk.
18. To save the Email Settings, click on the button
marked ‘Save’. D) s —

19. Firewall Settings.

Open Windows Defender Firewall from the
Windows Start Menu.

Click on the Menu Item marked ‘Advance
settings’ from the left hand menu. ® Advanced settings
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20. Select ‘Inbound Rules’ from the left hand menu. g Windows Defender Firewall witl
Inbound Rules
Select ‘New Rule...” from the right hand menu. 2% Outhound Rules

21. Add a new rule to allow port UDP 514, et )

Protacol and Ports
‘Specify the protocols and ports to which this e applies.

Steps:

Give the rule a unique name and click the button P SR
[ = ’ @ Frotocol and Ports O T1cP
marked ‘Finish’ to save and enable the rule. o hoon © vor
@ Profile
@ MName Does this nie apply to al local pors ar speciic local parts?
O All local ports.

@ Specific local ports: 514
Example: 80, 443, 5000-5010

22. End or Runbook.
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